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Introduction

Welcome to the AZNET VPN installation guide! This guide will take you through the process of
using the AZNET VPN solution for remote access to the State of Arizona’s network. Virtual
Private Networks (VPN), grant State employees access to agency materials without being directly
on the agency’s network (i.e. remote access from home). As telecommuting becomes more popular,
VPNs will be an ever increasing tool for productivity. The AZNET VPN solution utilizes a Cisco
VPN platform in order to secure transmission to State network resources.

VPN Connection Set Up for Windows Vista

At this time, Microsoft 2000 and XP are the only supported operating systems. Currently, all other
operating systems are not officially supported. The Windows Vista operating system can be used to
secure a connection to the State’s network. To do so, the AZNET VPN solution utilizes a
traditional client application. A normal internet browser (Internet Explorer) will create the secure
“tunnel” for transmission. If you are using Internet Explorer, please follow the Internet Explorer
instructions below.

Proprietary & Confidential Page 2 of 20
Modified by Daniel Sanchez 4/30/2009



Vista SSL VPN User Guide
Version 2
4/30/2009

Jamice K. Brewer

Internet Explorer

Open your browser window and select the “Tools” drop down from the menu bar.

/2 AZNet WebVPN Service - Windows Internet Explorer

Google |G~ E[ Go |2 D B - | ¥ Bookmarks~ 3 blocked

P 4 @ AZNet WebVPN Senvice =

P Check » s Butulink = 5| AutoFill [@ Sendtor

d AZNET

Avizsns Depasiment of Adewinistsstion

Please enter your username and password.

USERNAME: |
PASSWORD

Login

L& < Trusted sites | Protected Mode: Off ®100% v
L

% | f3 AZNetWebVPN Ser.. |

Select “Internet Options” from the drop down folder.

Delete Browsing History...

Diagnose Connection Pre

Pop-up Blocker »
Phishing Filter »
Manage Add-ons (4

Work Offline

Windows Update

Full Screen F11
Menu Bar

Toolbars »

Naovell Messenger
Send to Onelote
Su

= 1

—

Internet Cptions )
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Select the “Security” tab from the top ribbon.

Gener‘l | Security n‘ri\c:ar_y | Content |.Conr;:ecﬁqns I Programs I Advanoe_dl
Home

4? To create home page tabs, type each address on its own line,
i,
b g A yahio o.com.| -

=

[ Use current I[ Use default ][ Use blank ]

Browsing history

_’I_ Delete temporary files, history, cookies, saved passwords,
and web form information,

Delete... | [ Settings |

Search

p Change search defaults.

Tabs

71| Change how webpages are displayed in Settings
oy tﬂbs: —

—
Appearance
coors | | tanguages | [ Foms | [ accessbiiy |

I [ GeneraJJ Security | privacy | Content | Connections | Programs | Advanced|

Seler_t a zone to view or change ze ttlngs

Irr‘t Local intrar Trusbed sites stnr.hed
sites

Internet

This zone is for Internet websites,
except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
|':| - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

[¥] Enable Protected Mode (requires restarting Internet Explorer)
Custom level... | Defaultlevel

[ Reset all zones to default level I

[ ok [ concl
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Select the “Sites” option.
_GeneraJJ Security | privacy | Content | Connections | Programs | Advanced |
Select a zone to view or change security settings.
Internet  Local in.tranet Trusted sites I = !
sites
Trusted sites
This zone contains websites that vou
trust not to damage your computer or
your files,
You have websites in this zone.
Security level for this zone
Custom
Custam settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dick Default level.
["|Enable Protected Mode {requires restarting Internet Explorer)
I Custom level... ] I Default level ]
[ Reset all zones to default level I
1. Type: https://vpn.aznet.gov in the “Add this website to the zone:”
2. After typing this URL, select the “Add” option.
You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings,
Add thiz website to the zane:
https:/fvpn.azn Et.gmd
; Remcve
[ ] Require server verification (https:) for all sites in this zone
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After you have successfully added the website to the zone, the box should look like the one below.
Now select the “Close” option.
Trusted e

‘fou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this wehsite to the zone:

\Websites:

https: fjvpn.amnet.gov

[ Require server verification (https:) for all sites in this zone

Make sure that the “Enable Protected Mode” box is NOT checked. If the box is checked, please
uncheck it. Then select “OK”.
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Internet Options

!Eﬂal] Security | Privacy | Content I Connections I Programs l Advanced |

Select a zone to view or change security settings.

@ & v O

Internet Localintranet Trusted sites  Restricted
sites

Trusted sites

This zone contains websites that vou
trust not to damage your computer or
vour files,

You have websites in this zone,

Security level for this zone

Custom
Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level.

[ Enable Protected Mode (require) restarting Internet Explorer)

Mrﬂle‘rel.., H Default level
v

[ Reset all zones to default level

Open your browser window and go to https://vpn.aznet.gov/. Enter your username and password in
the appropriate fields.
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e | 5eunch Googic 2 -

:C,v B Gop D D B4~ | % Bookmarks= Bh2blocked | " Check » v Sutolink = ‘= SutaFil [ Sendtow . () Settings~
Pkl | @ AZNet WebVPN Service = Bov B v @ v [Bpage v {GTeclsy

N AZNET

s Deparimont of Adsminisrasan

Please enter your username and password.

PASSWORD

Login

Done [+ Trusted sites | Protected Mode: Off H100% v

M e am
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Your Internet Browser window will look similar to the screen capture below. Depending on your
browser security settings you may have to click on the top of the browser to install the ActiveX
control. To Install the ActiveX Control, click on “Install ActiveX Control” which will appear after
you select the yellow bar at the top of the browser window. This step should not have to be
repeated after the first installation of the ActiveX Control on your system.

/2 Installation - Windows Intemet Explorer

@ Sl © | https://vpn.aznet.gov/CACHE ste/1/index.html ~ 8 *'fl A W Ssarch Goagie B~
- —_ —_
Gouogle [Cl+ E Go D D B ~ | €8 Bookmarksw 3 blocked | "% Check » o Sutolink ~ =] Autafill e Send tow () Settings

A - 7 »
s o (& Installation o v [ v |-k Page v {{% Tools »

uscoSrstans

WM. SSLVPN CLIENT forWEBVPN

#  The installer is starting. Please wait...

Useful Tips

Dane.

- [+ Trusted sites | Protected Mode: Off #100% ~
b B G £ mstallation - Windo...

I 1019 Am
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When the client is being installed on your computer, you will see a window similar to that shown
below. Please wait while the Install extracts its required files. This process should take about 2
minutes (depending on your connection type, it could take longer).

/2 Installation - Windows Internet Explorer

2 | hitpsi//vpn.anetgow CACHE/ste/2 indexhtml
Google |G+ )o@ @ B~ | €9 Bookmarks~ B3 blocked [ % Check » s futolink + - &utsfill (o Sendtov () Settings=

s = 2 2
T dhe E@Insta}lat\on | | 5 v B v d v [ZhPage v (0 Tools v

i I VPN Client Downloader .‘7

Cl i The installer is setting up the AnyConnect application. This could
take a moment. Please wait, ..

Cﬁ J Trusted sites | Protected Mode: Off H100% -

Done
<SHEO O 1017 AM

P Tnetaztion - Windo.. | "\T VP8 - Paint ki i oo AnyConmaat !
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When the Cisco client has finished downloading the screen should look similar to the screen below.
Close the internet browser.

/2 Installation - Windows Internet Explorer

bl & https://vpn.aznet.gov/CACHE/ste/2/indexhtml = % 5 | W Search Googie
— =

e _
Google |G- [z] 6ot @ By~ | € Bookmarksw B3 blocked | " Check » 5 Autalink v =] Autsfill [ Sendtow () Settings=
DF | @ nstallation =

[ Bov @ v @ v Page~ G Tecls v

(11 - = ok
'clm'::lc"' Cisco AnyConnect VPN Client
@ weblaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
e connected..
Defectn The connection can be contralled from the tray icon,
Rtk circled in the image below:
¥ o
LAY [ERCT e
2 ;
- Connected ey
Help| |

Done._ L@« Trusted sites | Protected Mode: Off ®100% v

92"l B @ | [ installation - Windo.. ||\ V10 Paint aln i i < RZNC THTE n7Am

A lock icon in your computer System tray will alert you that your VPN session is connected.

Cisco AnyConnect VPN Client
nnected

o WEd 1022aM

You are now securely connected to the State network and have access to your applications as you

would if you were connected via your office desktop. Internet Explorer will automatically close
your Internet Browser window.
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Disconnecting

When you have finished your session, disconnect from the VPN service by right clicking on the
lock icon and choosing “Disconnect.” Then close all of your Internet Browser windows.

Bisconnect

MFEd 1214em

Troubleshooting

You may not be able to connect to the AZNet VPN if you are using another VPN Client. If you are
experiencing connectivity problems, please disconnect from any VPN you are using before
connecting to the AZNet VPN.

If you are not able to go to the AZNet VPN’s website, please make sure you are typing the ‘s’ in
https.

httd&.-’.-’vpn_aznet.qm‘
| I |
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Reconnecting
To reconnect using the AnyConnect client, first click on the “Start” bar.

WEN 12a00M
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Select the “AnyConnect VPN Client” from your pop up Start menu.

WS H
%".’ Paint
|

&% Backup and Restore Center

,

Bed Alert 2

‘ ‘ % AnyConnect VEM Client

Solitaire

InterVideo WinDVD for TOSHIBA

Mahjong Titans

Command Prompt

All Programs

[stort Search

Wt o
%"f Paint
a’& Backup and Restore Center

c& Remote Desktop Connection

@ AnyConnect VPN Client
"@ Red Alert2

’JJ Solitaire

| |!gze InterVideo WinDVD for TOSHIBA

'%] Mahjong Titans

Coramand Prompt

» All Programs

Documents
Pictures
Music

Garmes

search

Recent Items
Computer
Metwork

Connect To
Control Panel
Default Programs

Help and Support

Docurments
Pictures
Music

Games
Search
Recent Items
Computer
MNetwork
Connect To
Control Panel
Default Programs

Help and Support

& AnyConnect VPN Client

aftw pda

"@ Default Programs

@ HP Solution Center

LRLS. OCR Registration

& Internet Explarer

2| Microsoft Office PowerPoint Viewer 200
@ Microsoft Works Task Launcher
Toshiba Registration

Windows Calendar

[E=] Windows Contacts

e Windows Defender

[& Windows DVD Maker
&5 Windows Live Messenger Download
g;j Windows Mail

8 Windows Media Center

| @ Windows Media Player
@ Windows Meeting Space
e Windows Movie Maker
Windows Phote Gallery
Q Windows Update

@ Yahoo! Music Jukebox

| Acceszories

1 Back

|Sh: 1t Search

Documents
Pictures
Music

Games
Search
Recent ltems
Computer
Network
Connect To
Caontrol Panel
Default Programs

Help and Support
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Enter your username and password in the appropriate fields.
Then select the “Connect” button.

m Connection | &3 Statistics | % N::_outi

o]
CISCO

Connect to: vpn.aznet.gov

Usemame:

Password:

It may take a few minutes for a connection to be established.
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Establishing connection to vpn.aznet.gov.

When the connection has been established, you will receive a window similar to the one below.
Look for the “lock™ icon in the bottom right, if present you may close your internet browser.
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)glcC b

(=] 6o @ 8 ~ | 2 Bookmarksw B3 blocked | % Check = s Zutalink = 1] Autofill (s Send tor () settings~
[ A 1 + 3
P | @8 Instaliation | | {-’}‘ v B} v mm v |} Page v {{i Tools »
-
alaln Cisco AnyConnect VPN Client
cisco ~Till
o . 2
,-’@ WebLaunch Connection Established
The Cisco AnyConnect VPN Client has successfully
P - connected.
Detection The connection can be controlled from the tray icon,
- ActiveX circled in the image below:
- Connected e
Help
Done [ o Trusted 5itas|Prot ff ®100%
GETRFE G | [ installton- Windo.. | "\ VPNID® Pamt P e |

oW WwEd 1022 am

To reconnect using the internet, open your browser window and go to https://vpn.aznet.gov. Enter
your username and password in the appropriate fields.
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{5 AZMNet WebVPN Service - Windows Intemet Explorer
& https;//vpn.aznet.gov+ CSCOE+/logon.html

Google |G~ E]G:.{a@,j; DB~ ‘ €% Bookmarks~ B3 b\D:ked| B Check = - Autolink v =] Aobofill @ Sendtor () Settings~
[ G B v @ = ErPage | Tolsv|”

o

e e | @ AZNet WebVPM Service

R AZNET

ieans Diepasiment af Adsminisrason

Please enter your username and password.

USERNANE: |

PASSWORD: | |

Login

cted Mode: Off #100% v
R|EC E WE G sazam

L—;é J Trusted sites | P

2 ‘fi*Azmatv.rewpl-JSa." f

The installer window will pop up for a brief second.

Grgce SrETEME

. SSLVPN CUENT forWEBVPN

The installer is starting. Please wait...

Useful Tips

It may take a few minutes before a connection is established.
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(W 5=arch Gongte o

Google |G~ E|Go+e:,’) 2B~ ‘ €3 Bookmarks~ B3 blocked | I Check = - dutolink ~ '[-] &tz [a Sendtov () Settings=
¢ et | @ Installation [ G B v @ v [reage v G Tooksr

Select ]

VPM session ended.

Done [+ Trusted sites | Protected Mode: Off 0% v

0 Pamt | /2 Installation - Windo.. - R CEE WO 2sem

When the connection has been established, you will receive a window similar to the one below.
Look for the “lock™ icon in the bottom right, if present you may close your internet browser.
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Google[Cl~ x| 6o @ B ~ | 9 Bookmarks= B3 blocked | % Check = Zutolink ~ '] Sutofill [ Send tow - () settings~

o = . = e »
T it | @ Installation | Ly B - @ v [k Page v (G Tools =

alialn Cisco AnyConnect VPN Client

cisco
L " 2
?'.@ WeblLaunch Connection Established
The Cisco AnyConnect WPN Client has successfully
connected.
_ Platform
Befection The connection can be controlled from the tray icon,
_ ActiveX circled in the image below:
- Connected e
Help

Done

S8 = LM @ | [ installation- Windo.. |\ VPN10 - Paint s
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